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PROBLEMATIC ISSUES OF UKRAINE'S INFORMATION SECURITY 
UNDER HYBRID WARFARE 

The article deals with the problem of providing a unified information policy and the formation of a single 
information space in the territory of modern Ukraine in the context of escalating threats, faced by our state in the 
humanitarian sphere, Analysis of the peculiarities of the information-propaganda defining component of modern wars 
on the example of Russian Federation aggression in Ukraine. 

The disclosure of this issue in the context of the presented work is caused by the need of a scientific generalization 
of an existing theoretical and practical operational experience which should help clarify issues not reflected in open 
domestic and have no thorough, systematic analysis of the aforementioned wars and threats. Solving a certain problem 
will help ensure the national security of Ukraine through timely decision-making to prevent and eliminate the threats of 
the so-called "hybrid war". Impossible in modern conditions is to maintain frontal aggressive warfare, the use of 
weapons of mass destruction. This explains the spread of information wars. They achieve political objectives through 
global (strategic) psychological operations to shape the positive attitude of the international community to such actions, 
through the implementation of the psychological treatment of the conflict region, which are subjected to servicemen and 
the people of enemy... 

Key words: hybrid war, cybersecurity, the armed forces of Ukraine, national security 

Formulation of the problem 

Disclosure of the following subject content is caused by requirement of scientific generalization of existing 
theoretical and practical experience, which can help to find out questions that are not revealed in open national 
publications and don't have a thorough, systematic analysis of mentioned wars and threats. Solving the identified 
problem can improve the national security of Ukraine through timely decision in favour to prevent and to 
eliminate so-called "hybrid war" threats. 

It becomes impossible to wage a direct aggressive war, to use mass destruction weapons in current 
conditions. So this explains the spread of information warfares. They provide achievement of political goals by 
conducting global (strategic) psychology operations to form a positive attitude of the international community to 
such actions, through psychological treatment of the military and the civilians in the conflict area as well as in the 
neighboring states. Own troops are also being psychologically treated in order to raise their morale and to create a 
depiction of liberators, democratic values bearers, etc. 

Analysis of recent achievements and publications 

Today, the concept of "hybrid wars and threats" is being transfered from scientific articles into some official 
and working materials of USA, NATO states as well as the Russian Federation. For example, paragraph 13 of the 
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Wales Summit Declaration of the NATO, held in early September 2014, for the first time at a high official level, 
declared the requirement of preparation of the Alliance for engagement in a new kind of wars that includes 
unconventional threats of propagandic campaigns [7, p. 7]. 

There are actual domestic researchers as V. Telelym, D. Muzychenko, Yu. Punda, and Yu. Radkovets. 
But still, a thorough, systematic research of this issue has not been carried out. However, the events in 
Crimea and the South-East of Ukraine in 2014-2015 showed up that this problem has to be dealt with 
systematically and constantly. Concepts of "controlled chaos war" and "hybrid threat" which are being 
created by an enemy, who is capable of using both traditional and non-traditional means to achieve own 
goals, are spreading within expert articles. 

Statement of the problem and its solutions 

The modern world has the state of system instability, imbalance and chaos. Challenges and threats of the 
Cold War period have been combined with new kinds of global dangers and threats. Actually, a classic idea of the 
famous Chinese strategist Sun Tzu is being realized: “It is not the best of the best to fight one hundred times to 
win one hundred times; the best of the best is to conquer the enemy army without a fight." 

Collapsing of national passions, ideological intolerance, religious hostility are poisoning minds of millions. 
All modern wars have some common features which are distinctive of the traditional wars' in the past. Military 
conflicts of the new type don't have a clear time parameters, they don't have a precise beginning and end [1, p. 6]. 
Nowadays, the emphasis of warfare is shifting towards information technologies practical implementation. 
Neglecting of information and psychology weapon capabilities, influences counteracting measures and features of 
some particular territory can be fatal while the military and political situation around Ukraine escalates. 

According to S. Halushko, current information warfare becomes one of the important and often even one of 
the main types of a state conflict resolutions, and strategic goals are achieved by conducting information 
operations in this struggle [2, p. 17]. Authors such as H. Pevtsov, S. Zalkin state that analysis of local warfares and 
armed conflicts of the last decade has revealed that confrontations in the military field more and more often shift 
into the virtual area – informational [6, p. 17]. 

An information warfare suggests taking measures against management systems, computer and information 
networks and systems, implements asymmetric solutions. Destructive influence on management systems is also 
achieved by information and psychology operations (IPO), directed against personnel and management, and affect 
their moral stability, emotions and decision motives, operational security implementation, disinformation and 
physical destruction of infrastructure objects [4, p. 128]. According to experts, the most terrible weapon is used in 
modern war – "a weapon that strikes minds". A famous saying of Napoleon can be reminded: "Four newspapers 
can do more damage to an enemy than a hundred thousand army" [5, p. 20]. 

The relevance of the subject content disclosure is caused by requirement of scientific generalization of 
existing theoretical and practical experience, which can help to find out questions that are not revealed in open 
national publications and don't have a thorough, systematic analysis of mentioned wars and threats. Solving the 
identified problem can improve the national security of Ukraine through timely decision in favour to prevent and 
to eliminate so-called "hybrid war threats [1, p. 10]. 

It becomes impossible to wage a direct aggressive war, to use mass destruction weapons in current 
conditions. So this explains the spread of information warfares. They provide achievement of political goals by 
conducting global (strategic) psychology operations to form a positive attitude of the international community to 
such actions, through psychological treatment of the military and the civilians in the conflict area as well as in the 
neighboring states. Own troops are also being psychologically treated in order to raise their morale and to create a 
depiction of liberators, democratic values bearers, etc. 

The position and part of information and psychological confrontation constantly grows in national 
security system of a state. Leading world countries, especially the USA, France, Germany, Japan, the United 
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The process of creating a separatist "statehood" in the East of Ukraine is being performed with Russian 
massive military, financial, informational support and coordination. Stuffed with meaning mines like a 
minefield Russian projects affect not the body but the brain. And their action is aimed not only onto 
Ukrainians, but also Europeans, Americans and, paradoxically it sounds, towards Russians themselves. 
Political technologist Vadim Zhorzovych believes that it is impossible for Russians to live without an 
information product which has become a measure of happiness. They are being brainwashed by the 
television. Logical concepts are being substituted, while a person doesn't think anymore, but believes blindly 
to a story [7, p. 35]. While being in a "information coma", people are unable to think, feel, they gradually 
degrade and become into machines. Modern information weapon is a powerful one. Its large caliber is 
television. The Russian television distorts, hypnotizes, takes away [5, p. 20]. 

Our country has become a test cite. And the final goal is an information space far beyond Ukrainian and 
the Russian Federation borders. The Russian propaganda area is constantly expanding. Director of the Book 
Chamber of Ukraine Mykola Senchenko tells: "Before the occupation on the peninsula, pro-Russian 
television has been showing fictional banderites, wars, tortures... They manipulated with subconsciousness, 
and when the actions in Donbass has begun, Crimeans, who usually watch the Russian channels, were 
convinced that Ukraine was responsible for that, and were happy that Putin has took them in a manner that 
wasn't that bloody” [7, p. 36]. 

Comparing the differences between the classic (traditional) war and the new (hybrid) one in terms of 
their methods, one can find a notable difference. That is discrediting of the foreign and domestic affairs of 
the enemy state through an active information campaign involving special "brainwashing" methods directed 
onto society, which use both state and non-governmental organizations, widespread propaganda and counter-
propaganda using "dirty" information technologies, also robbery and plunder, looting of humanitarian aid, 
drug trafficking, contraband of resources, kidnapping [1, p. 11]. "Humanitarian aid", as an instrument of 
some state policy, even without armed support can be an effective way of interfering with the legitimate 
actions of a state that liberates own territory from terrorist gangs. Terrorists in Donbass have already shot at 
the Ukrainian army and civilians from hospitals, schools, kindergartens. They haven't fired yet from the 
white KAMAZes of Russian humanitarian aid, which will run out of fuel and their engines will break in the 
"right" place [11]. 

Apparently Donbass still has a social group of Putin sympathizers, who are very satisfied that Russia 
finances terrorism, wages an information warfare, recruites and dispatches mercenaries to Ukraine, sends 
weapons and sabotage groups, strikes Ukrainian territory and military with Russian artillery and missiles. In 
the trenches of the Donetsk and Lugansk regions it is possible to identify the enemy with binoculars or 
thermal camera, to get ready for defense and destroy him in a counterattack. But what one should do in 
information space where it is much more difficult to identify an enemy? So it is undetermined how to defend 
yourself from information missiles". 

Nowadays, a complex approach of defining national security prevails in science, with taking into 
account the necessity to forcefully (but nonviolently) counteract with information and psychological 
influences. They can be aimed directly at a political system (often with a goal of destabilizing) as it has been 
shown. One of the main tasks of an information and psychological protection system is providing political 
security of a state. According to Yu. Radkovets and O. Levchenko, information and psychological struggle at 
a national level may include: 

– general legitimacy of a state, common identity of its citizens, its political system and symbols;  
– positions of particular racial, ethnic, confessional, linguo-cultural and other groups regarding country 

they live in, separatist sentiments and movements;  
– legitimacy and image of particular state institutions, other elements of political system and particular 

state and political figures [9, p. 41]. 
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We should agree with mentioned authors, that in the conditions of permanent information confrontation in 
the world the level and the variety of information threats are increasing fast. This situation puts a serious threat 
to national and international security and leads to consequences in the military-political, economic, military-
technical, ecological and information areas, that are difficult or not possible at all to predict [9, p. 39]. 

V. Bogdanovich believes that this is a war in a mental area. A state can be destroyed without declaring a 
war or conducting traditional warfare against it, but only by using political, informational and psychology 
methods. There are many ways. For example a revolution, reprogramming of the ruling elite mind to an anti-
state path, changing the regime and establishing a puppet government that acts in anti-national purposes and 
destroys the statehood in the interests of an aggressor. Altogether all the methods can be reduced to influence 
on the government by forced methods (revolution), or non-forced – through establishing a government with 
already corrupted persons or existing agents of influence [8, p. 22]. 

It is possible to subordinate a state not only by influencing the government, but by influencing the 
people. Usually, in conditions of a corporate corrupted state, the government stops to care about the people 
and leads them to such a condition in which they start to hate the government and transfer that hate to the 
state and the statehood itself. They don't object to its destruction, believe that if the government doesn't do 
that, why would they bother. They are not interested in any creativity for the state. In the case of a war, a 
nation whose mind is damaged by hate to the government and as a result to the state will not defend it.  

Such fixed in political, informational and psychological senses state is easy to subordinate and destroy. 
“A large-scale war on the destruction of not only the language, but of Ukraine itself is occuring now. 
Humanitarian aggression is being waged against Ukraine. This warfare is waged thorough special operations, 
all Russian special agencies are involved, massive material resources are provided. "Modern warfare 
increasingly becomes a war for defeat and destruction of the enemy mind and for consolidation of own 
people's mind. Yes, Ukraine has become the target of a well planned information war of the Russian 
Federation. "This is the most amazing information blitzkrieg we have ever seen in the history of information 
wars" –Philip M. Breedlove, The Supreme Allied Commander Europe stated about the scale of the Russian 
information war against Ukraine [10, p. 9]. 

Nowadays we can watch consolidation of efforts of all government branches and community 
organizations in the interests of supporting of the national security in the defense area and of increasing our 
readiness of guaranteed repulsion to external warfare. The information space took place firmly in the list of 
basic elements of national power. Reinforcement of the country's position in the information space increases 
the share of national power traditional elements – diplomacy, military, economic, humanitarian area. Without 
delaying of resolving of humanitarian security issues, our government eventually has to understand that we 
need pro-Ukrainian humanitarian policy, because it ought to unite our society, to fortify the basis of 
Ukrainian statehood. Our only and main weapon is the truth that has to be told to the people, to teach them 
not to be influenced by others. Active actions are in progress to improve the information departments of the 
Ministry of Defence, namely their expansion in the area of the Joint Forces Operation. The Deputy Minister 
of the the Ministry of Information Policy Tetyana Popova explains: "We need to "unbrainwash" the public 
and prove to the whole international community that the Russian side distorts reality in the East of Ukraine! 
It should be noted that unlike the Russian media, it is much easier for the Ukrainian one. We don't need to 
false anything, the only we need is to show the reality" [5, p. 20]. 

In opinion of the authors of this article, in order to solve the mentioned problem, it's necessarily to 
provide support of Ukraine's actions for saving the territorial integrity at the world community level, to 
implement all agreements regarding peaceful settlement of military confrontation by all conflict parties, 
including the Russian Federation, and to ensure legitimization of warfare in case of aggravation of the 
situation by illegal military units. 
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Informational and political influence on foreign civilians and military has to be carried out in following 
directions: 

– explaining foreign policy goals and peacemaking actions in the the South-East of Ukraine; 
– informing the world community, influential foreign political, governmental, business and cultural 

communities, as well as foreign media, about peacemaking actions in the the South-East of Ukraine; 
– discreditation the military and political management of the Russian Federation. 
Also pacifist and anti-government sentiment in the Russian Federation should be supported. The 

Ministry of Information Policy of Ukraine was created in order to counteract the Russian Federation 
information aggression. Simultaneously in the southeastern region of Ukraine and the first of all in the area 
of the Joint Forces Operation, it is essential to establish information and IPO centers in the implementation 
areas for the more effective realization of information policy. 

This can allow to carry out information and psychological treatment with immediate respond to changes 
in the situation in the related area considering mentality, viewes and the way of life of the locals, industry 
features, agriculture, administration and local government actions in each area, military units content of the 
opposing parties. 

Findings 

Is it possible to win the information war with Russia? It is, but it's essential to do symmetrically but 
better everything that the Russian Federation does, namely, in a more professional way, and firstly – with 
patriotism and true information. Information warfare can be successful for a country only in case when all its 
media have an active patriotic position, and if not, the state is doomed to direct defeat and not only in the 
information confrontation. Also informational chaos of the domestic politic life doesn't help. Often it 
wouldn't be possible for the media to make any comments, if they refuse to publish in the TV or newspapers 
and magazines what opposition politicians have said (often keep saying). 

In order to significantly improve the condition of national information policy and national security in 
general, to reduce information and psychology influence of the Russian Federation and to protect the 
information space of the state, it is first of all necessary: 

– to create a basis for a quality change of domestic and foreign information policies by developing 
short and medium terms strategies based on a law system expanded in accordance with the international law; 

– to stop moral unity collapse of Ukrainian society and start to act in the interests of the whole 
united Ukrainian political nation, to work for conjugation of Ukrainian political projects; 

– to take under control protection of the national information space and to find ways to promote 
Ukrainian information product on the territory of Russia through using modern advanced technologies and 
expanding our sympathizers range; 

– to improve the reputation of Ukraine and its competitiveness in the world by promoting and 
improving its brand; 

– to improve and expand using of foreign languages as well in domestic internet media in 
particular; 

– break through the information blockade of the Russian Federation and limit Russian information 
influence in the South and the East of Ukraine by all means; 

– to improve control over active and accredited in Ukraine foreign media; 
– to implement lustration policy among Ukrainian media owners, reduce oligarchs' influence over 

media; 
– to support public media development as an independent, unprejudiced, objective institution 

whose main purpose is to deliver legitimate information to the consumer; 
– to control the frequency resource at the state borders, to prevent information contraband; 
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– to significantly improve quality and increase amount of Ukrainian publishing product, to support 
creation of decent and interesting TV shows, domestic cinema development; 

– instead of the motto "don't buy Russian" (the information product) it's better to use "buy 
Ukrainian because it's of high quality, native, fashionable and tested"; 

– to set efficient interaction with pro-Ukrainian internet communities, and to create through them 
appropriate "troll" units, to emphasize their activity in a certain way, to block internet resources that threat 
information security of the state; 

– to support activity of public organizations that can implement information and psychology 
operations as well as quick informing; 

– to improve skill level of information security and psychological influence counteraction 
specialists. 

In summary, it can be stated that improving of the information and psychology conditions can make 
possible to reduce the tension between traditional and new centers of confrontation and make impossible 
further manipulating of public consciousness for achievement massive information expansion, can support 
protection of information space and information security of Ukraine. 
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ПРОБЛЕМНІ ПИТАННЯ ЗАБЕЗПЕЧЕННЯ ІНФОРМАЦІЙНОЇ БЕЗПЕКИ УКРАЇНИ В 
УМОВАХ ГІБРИДНОЇ ВІЙНИ 

І.В. Саєнко, А.Є. Єфіменко, О.П. Розмазнін, Г.А. Єфименко  

У статті розглянуто проблему надання інформації в галузі інформації в контексті ескалації загроз 
пропаганди, що визначає складову сучасних воєн за агресію Російської Федерації в Україні. Неможливим у 
сучасних умовах стає ведення фронтальних агресивних бойових дій, застосування зброї масового ураження. 
Цим і пояснюється поширення інформаційних воєн. Вони забезпечують досягнення політичних цілей завдяки 
проведенню глобальних (стратегічних) психологічних операцій з метою формування позитивного ставлення 
міжнародної спільноти до таких дій, завдяки здійсненню психологічної обробки регіону конфлікту, якій 
піддаються військовослужбовці і населення противника та суміжних держав. Власні війська також 
піддаються психологічній обробці з метою підняття бойового духу. 

Розкриття цього питання в контексті статті є результатом необхідності всебічного аналізу 
наслідків цієї проблеми. та загрози. Вирішення певної проблеми допоможе забезпечити національну безпеку 
України через процес ведення гібридної війни. Неможливо підтримувати фронтальну агресивну війну та 
використання зброї масового ураження. Це пояснює поширення інформаційних війн. Вони досягають 
політичних цілей за допомогою глобальних (стратегічних) психологічних операцій щодо формування 
позитивного ставлення міжнародної спільноти, шляхом здійснення психологічного лікування конфлікту, яке 
подається на службу людям. 
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ПРОБЛЕМНЫЕ ВОПРОСЫ ОБЕСПЕЧЕНИЯ ИНФОРМАЦИОННОЙ БЕЗОПАСНОСТИ 
УКРАИНЫ В УСЛОВИЯХ ГИБРИДНОЙ ВОЙНЫ 

И. Саенко, А. Ефименко, А. Розмазнин, А. Ефименко 

В статье рассматривается проблема проведения единой информационной политики и формирования 
единого информационного пространства на территории современной Украины в контексте эскалации угроз, с 
которыми сталкивается наше государство в гуманитарной сфере, Анализ особенностей информационно-
пропагандистской определяющей составляющей современных войн на примере агрессии Российской Федерации 
в Украине. 

Ключевые слова: гибридная война, кибербезопасность, Вооруженные силы Украины, национальная 
безопасность 

  


